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Criminal Law Regulation of Abusing Web Crawler
Technology to Collect Personal Information

SONG Xing-jian
(School of Criminal Justice, China University of Political Science and Law, Beijing 100088, China)

Abstract: With the continuous improvement of information collection ability of web crawler technology,
the loss caused by its abuse is increasingly serious. To identify “illegal collection” of personal information, we
should examine not only whether the method itself is illegal, but also the basis or qualification of information
collection. When breaking through the anti—crawler technical measures to collect personal information, accord-
ing to the concurrence relation between articles of criminal law, the crime of infringing on citizens’ personal in-
formation should be applied to. When logging into the system normally to collect personal information, we
should check whether the collection behavior is necessary for the performance of duties. When collecting the
personal information of the external visitors of the website, the authority of information collection should be de-
termined according to the website function and browsing content.

Key words: web crawler; personal information; electronic data; illegal collection; minimum necessity
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